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Declaration of Helsinki 2024

Privacy and Confidentiality

24. Every precaution must be taken to protect the privacy of research
subjects and the confidentiality of their personal information.
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THE COMMON RULE (2016)

® §46.111 Criteria for IRB approval of research

(7) When appropriate, there are adequate provisions to protect the privacy
of subjects and to maintain the confidentiality of data.
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GDPR (General Data Protection Regulation)

® General Data Protection Regulation (GDPR) is the toughest privacy and
security law in the world passed by the European Union (EU). The

regulation was put into effect on May 25, 2018.

® Fines for violating the GDPR are very high which max out at €20 million or

4% of global revenue.

Consent

® Consent must be “freely given, specific, informed and unambiguous.”

® Requests for consent must be “clearly distinguishable from the other
matters” and presented in “clear and plain language.”

® Data subjects can withdraw previously given consent whenever they want,
and you have to honor their decision.

¢ Children under 16 can only give consent with permission from their
parent.

® You need to keep documentary evidence of consent.
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NN133N¥1ANNAU (CONFIDENTIALITY) = Data protection

R °llalliﬂl'l')ﬁ’]iﬁ’l%ﬂﬂﬂﬂsﬁﬁﬂadﬂﬂﬂﬂdﬂlEI&J&V]VL@W’Iﬂﬂ’]TJ"BEJ
VLNI%N‘YIVLZJLﬂil')’llElx‘lE‘T’]&l']iﬂLTWﬂGTEIZJ@@]Gﬂ@’]'J awaznanetdunis
Lﬂ@]LNUﬂ’J’]ﬁJﬂﬁJ‘DQGB’]ﬁWﬁNﬂ?

>°nawamaamammmaaﬂmmn LB §UNINW A 158
mwawwuﬂmw’mn mamaamlﬁmmaumua Uﬂﬂa‘nlﬂamﬂu
ARIRNAT Lmawmmﬂuwmmw TQSJEW nﬂﬂﬂﬂmﬂummau

« !"1 - vty
LR P A\-\"«
e ?,NT\ e
A
.6\9/‘ g .

Confidentiality N133NB¥1AMNALVAIVE

U

o . Juitms %lﬂHWﬂQWNgULLﬂZLﬂ@LNUi’@Ha Glﬁilﬁm BLRZENENRNATANRING

Y] %)

melananadusrsuuaznguatiiay

v o o A

* MITNEIANNALLANA T31NA TIdaIuanlkoIRIFNATNIIL

A o

S L&lE]@lQGLLﬁ/ﬂlﬁaﬁﬁﬂiﬁ{UD‘j@]"ﬁa‘i_l‘ﬂ‘i’m LD ﬁimﬁ@]@ia

A A A A o o a X 0 @ A A
- L?Ja&l%iﬂa’]ﬁ]uau@]i’]Ui’]ULlﬁ\‘]Lﬂ@]T%LLﬂﬂ’]a’]a&lﬂ?ﬂial‘!ﬂﬂﬂau

10



Confidentiality = Data Protection

= mmmsinmmwaufﬂawauaw%nu

® zi%m.lad?.laada (sensmve data)

C a%m'lzmmmnﬂw%mnwaumﬂmwﬂ

* ANMANANAT DA VOABLVBITLUUNTINBIAMNAY
- sududaelasunsilasinain

* msanulug

* mM3any

* nslgewn lamanzas
— IHEULNILRNE

. uﬂﬂavﬂ,muaumm

. wmmm‘nmtﬂumaas

Breach of Confidentiality

NTALLNANITINBIANAL

- mstﬂmwﬂmauafmﬂulmm%
e manseriilaasle
o anananaralaaluwand
— AanaagnIagnEnaINg e
. aa‘lmmmmagaﬂummamauama%
—: mslFsusasiilaiinmsaiuax

9 v
. mmmqﬂizmﬂauuanmuamnﬁﬁ'ﬂaﬂ'ﬁﬂﬂvlaﬂogf

IUBRYINIININIVDIVDYA
- mswmafﬂ ﬂlulﬂsuaumm
* msudadaya
. ﬂ'l‘ﬂ‘ﬁiﬁﬁﬂ’]%‘ll'i)ﬂﬂﬂﬂaa%

8/5/2025

11



8/5/2025

/ 4]
bl

——

& o 1 o

ﬂqitﬂﬂiﬂﬂqﬁaﬂﬂﬂ?%ﬁ?ﬁ

Q vot =< v
‘Sﬁﬂ‘iﬁﬂl'ﬂﬂiﬁ‘iﬁiﬂﬂﬂﬂ %l‘f’)%

Person’s Right

Outline

o ?Taymmmsmuqﬂﬂa

SWUEC

12



8/5/2025

Y

Pa4a2a13dMAAA (PRIVATE INFORMATION)

ArSlASUAALRSRN s 24

teyaiasuypna whornivdigseDaelacklay AN T8 y SIS AT UL BN G2 91AAA

el L% MIAN®A FIUSNNILIU ﬂiw?@]ﬁ"ﬂﬂﬂ‘w ﬂinm
TN #3012 IAMIVN% msm‘nmjamaw
iundadinunang e Miaaauaﬂaﬂwmvauﬂml%
- imwuuvl,(ﬂ 1 BRI D WHuTRTnan e
NI IVl J Lamma{lﬂuwia‘iﬂmﬂ LLaﬂﬁﬁ&l’mﬂ’J’mi’mﬂd“ﬂaNﬂ
“maa’]immrmadLawmmma\mﬂﬂ\‘il,mﬂ'i‘iml,mmu
(W.3.1.7 DUATIIFIITITNT W.7.2540)

g

Int nat

SWUEC

Usziandayalun1iive

Jayanawsniladdnana (DIRECTLY IDENTIFYING INFORMATION) l81in Foana aviiasiszanau mviias
Tsawenuna udu

v v
Jeyanamsatsdayana ldnedon Tasmssiusmdeyanatsedialszneuny (INDIRECTLY IDENTIFYING
INFORMATION) l8un Juideuilifiasunuiieg viednvazmmzvowaaziyana

«toyailFsiaumudoyaiianiniada (CODED INFORMATION) ldun fimsiudeyadiuyanauazsialuayaiion
nnenmaAUTeYa (CASE RECORD FORM) 1Hudu

'
Y A

stoyaiaunsntaadyanameiogus 18gniiaieli (ANONYMIZED INFORMATION) iulunsdifineushinis3seiize

a A P A, Aw Yno Yo £ o A o D) A 4
anallavasaidon uaernmsitedive lahaaanineslavasaion uaf:,‘wmméuayawmmmmaﬂmamaamaaﬂu
3| I
Wluvealas dhudu

«oyai limunsniaraiyana ldias (ANONYMOUS INFORMATION) tilosoin lufimsien Toadaieranaiinsaa
usn 1dun nuudisaei isyysedaeu (ANONYMOUS SURVEY) iifudu ails Yayaiinuainmsdumual miiuin
Faiend Tidaduilu ANONYMOUS

SWUEC

13



8/5/2025

Pseudonymization (ﬂﬂittﬂdfﬂﬂa) A19NY Anonymization
(5arizayanIwIn)

* Pseudonymization (M3utstaya) Aamaiudayalasdnisununads
Toua

D

‘Y]ﬁ’]ﬁJ'ﬁﬂiwa@]'JﬁJﬂﬂﬂI@ Elildﬁ?&l’]iﬂﬁﬂﬂﬁ]%ﬂaﬂvl,(ﬂ ﬂ’]SL"lI’]THﬁ‘UE]SJﬂ ﬂ’]iLL‘Y]‘H;‘Y]

v

mwmmamau maﬂumamwmaaﬂgmﬂﬁ PDPA

* Anonymization (T3avidayaiisuiv) ﬂamsmwagtﬂ@ﬂauﬁaﬁwmﬂ
ﬂTasJaﬁ

mmsmwummmi@ ﬂvlummmammuﬂauvl@m #35nsla g andialag

USUNAY mmauaﬂmuaﬂwmvuvl,maﬂumaummaaﬂgﬂmﬂ PDPA

Personal sensitive data Pseudonymous data

This is the full data including IDs are replaced with pseuds

personal and special data Sensitive data is encrypted.

Name John Briggs Names User-78463 Sex Male
Date of birth 14.0487 Date of birth 14 04 87 Age 30-49
Email jb89%@mail com Email
User ID jehn_briggs_g9 User ID
Health type 1 diabetes Health type 1 diabetes Health type 1 diabetes

isc?
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Privacy invasion

® Invasion of privacy is the unjustifiable intrusion into the personal life of

another without consent.
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Breach of confidentiality

® A breach of confidentiality is when data or private information is disclosed

to a third party without the data owner’s consent.
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Breach of confidentiality
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EC/IRB review of protocol and documents

Review Criteria for IRB Approval
« Scientific aspect * Risk is minimized
* Ethical aspect ) * Risk is reasonable to anticipated benefit or
« Informed consent importance of knowledge
aspect * Selection of subjects is equitable

* Adequate protection of privacy of subjects
and confidentiality of data

* Valid informed consent
* Additional safeguard for vulnerable persons

Common Rule
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Privacy & Confidentiality
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